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(57) Abstract: A locking system according to the present invention comprises a control unit (3) with a memory (4), a mobile imit (1) 
with a specific identification number and an electronic locking unit (5). The control unit (3) being arranged to repeatedly transmit a 
first radio signal (7). The mobile unit (1) being arranged to O'ansmit its identification mm:iber as a second radio signal (8) in response 
to receiving the first radio signal (7). The control unit (3) being fimher arranged to receive the second radio signal (8) and Co disable 
the electronic locking imit (5) only if the identification number is in the memory (4). 
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AUTOMATIC LOCKING SYSTEM 

Field of the Invention 

The present invention relates generally to a locking 
system comprising a control unit with a memory and an 
electronic locking unit. 
5 Background of the Invention 

In society there are numerous electronic locks on 
e.g. cars, doors, computers and other systems. These 
locks are operated either with a key unit or with a code. 
The key unit can be a plastic card or some key device. An 
10 access code is also a type of key and can be used togeth- 
er with a mobile key \init. Different kinds of locking 
systems require different kinds of keys. The users must 
carry many key devices and remember different access 
codes . 

15 One type of locking system used in cars comprises a 

locking unit arranged in the car and a key unit carried 
by the driver of the car. The locking unit and the key 
unit communicate with IR. The locking unit controls for 
example the locking of the car doors. When the driver 
20 wants to lock or unlock the car he sends a signal to the 
locking unit by pressing a button on the key unit. A dis- 
advantage is that the locking and unlocking of the system 
requires an active action by the user. 
Summarv of the Invention 
25 It is an object of the present invention to provide 

a universal key unit, which is capable of locking and 
unlocking all kinds of locking system. This will make it 
possible to use the same key for all the locking systems 
to which the user has access. 
30 This invention makes it possible to use the same 

electronic key for different locking units, for example, 
on cars, doors or computers. 

According to a first aspect of the present inven- 
tion, a locking system comprises a control unit with a 
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memory, a mobile imit with a specific identification 
number and an electronic locking unit, the control unit 
being arranged to repeatedly transmit a first radio sig- 
nal, the mobile unit being arranged to transmit its iden- 
5 tification number as a second radio signal in response to 
receiving the first radio signal, and the control unit 
being arranged to receive the second radio signal and to 
disable the electronic locking unit only if the identi- 
fication number is in the memory, 

10 One advantage of this aspect is that when a user, 

who has access to a locking system, approaches the 
control unit with a mobile unit, the control unit dis- 
ables the electronic locking unit. Thus the device for 
which the locking system is arranged, is unlocked for the 

15 user. The inventive system saves time and is much easier 
to operate, for example because the user need not enter a 
code or handle a key. Another advantage is that the user 
must not remember different access codes. It is easy for 
a person with access to the identification numbers in the 

20 memory to add or remove identification numbers for a 

person's mobile unit. Thus, for example, the administra- 
tive measures in a company are reduced since there is no 
need to issue entry passes, distribute access codes or 
traditional keys, to the employees. The invention yields 

25 a smooth solution where there is no need for wires and 
extra personal equipment such as access cards. 

Another advantage is that the users without any 
action can rely on the application, e.g. their computer 
to be secured when they are not present with their mobile 

30 unit in the vicinity of the control unit. 

It is preferred that the control unit is arranged to 
keep the electronic locking unit disabled, if the second 
radio signal comprises an identification number that is 
available in the memory, and to enable the electronic 

35 locking unit in a different manner. 

It is also preferred that the control unit is 
arranged to keep the electronic locking unit disabled 
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only when the second radio signal, comprising an identi- 
fication number that is available in the memory, is re- 
ceived within a predetermined time limit from the trans- 
mission of the first signals and to enable the electronic 
5 locking unit in a different manner. 

When a user is at a distance from a device for which 
the locking system is arranged, the control unit automa- 
tically locks the electronic locking unit. A user having 
access to the device can leave the device on which the 
10 locking system is arranged, with his mobile unit without 
any action, since the device will be locked automatically 
when the control unit no longer receives signals from the 
mobile unit. Since there is no risk of forgetting to lock 
the unit, the security is also increased. 
15 Preferably the first and the second radio signal is 

performed by Bluetooth as defined by the Bluetooth 
Special Interest Group (SIG) . 

The advantages of using Bluetooth are that Bluetooth 
can be integrated at a low cost and that communication 
20 with Bluetooth is very safe. Bluetooth is a standard for 
wireless communication of data and voice developed by, 
among others, Ericsson, Nokia, Intel, IBM and Toshiba in 
a joint venture project. Bluetooth gives a maximal speed 
and a maximal range. Today the Bluetooth standard gives a 
25 2 Mbit connection within a 10 m area, but this can 
change. The Bluetooth chipset is very cheap. Using 
Bluetooth in the phone and, for example, the PC will give 
a unique solution where the features described above will 
be possible within the Bluetooth range from the PC with- 
30 out any action whatsoever by the user. If the user has no 
phone, a cheap digital key may be provided. Another 
advantage of using Bluetooth is that every Bluetooth chip 
has a unique address. This address can be used as the 
identification number. 
35 Preferably the mobile unit is a mobile phone. 

The advantage of using a mobile phone is that mobile 
phones have an inherent identification number. Another 
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advantage is that the next generation mobile phones will 
be equipped with Bluetooth and therefore there is no need 
for a user to carry additional mobile units for different 
kinds of locking systems. Accordingly, the mobile phone 
5 can be used as an electronic key device, which can open 
all electronic locking units to which the user has 
access, i.e. having its identification number of the 
mobile unit in the memory or the Bluetooth chip identifi- 
cation number, 

10 In one embodiment of the present invention, the 

control unit controls the logon and logoff process on a 
computer. 

One advantage of this is that when the user arrives 
at the office in the morning, the PC will automatically 

15 boot with the profile of the user, thus saving several 
minutes each day as well as the trouble of remembering 
and keying in the personal identification and password. 
Another advantage is that time is saved as the user does 
not have to wait for the PC to heat up when he has been 

20 away for a while and the computer changes to power saving 
mode. 

In another embodiment of the present invention, the 
electronic lock controls a door lock. The control unit 
sends the requests and when a person with a mobile unit 

25 approaches the door, his mobile unit replies to the 

request. The control unit checks if the ID of the mobile 
unit has access to enter the door. If it has access, the 
control unit unlocks the door and the person can enter 
the room. The control unit can further be arranged to 

30 check how many people are in the room by counting how 
many people have entered or left the room. For example, 
when a room is empty the control unit can send a signal 
comprising a request to turn off the light, or a signal 
that activates an alarm system. The control unit can also 

35 keep track of which people are in which rooms. This is 
possible because each ID number in a mobile unit can be 
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connected to a specific person. The door lock is then 
working as a passage system. 

According to a second aspect of the present inven- 
tion, a control unit for controlling an electronic lock- 

5 ing unit comprising a memory is arranged to repeatedly 
transmit a first radio signal and to receive a second 
radio signal comprising an identification number and to 
disable the electronic locking unit only if the identifi- 
cation number is in the memory. 

10 According to a third aspect of the present inven- 

tion, a method is provided for locking and unlocking an 
electronic locking unit controlled by a control unit, 
which is arranged to communicate with a mobile unit. The 
method comprises the steps of storing at least one iden- 

15 tification number, sending a request from the control 
unit by a first radio signal, receiving in the control 
unit a second radio signal comprising an identification 
number, comparing the identification number with the at 
least one identification number stored, and disabling the 

20 electronic locking unit if the identification number 
matches one of said at least one identification number 
stored in the memory. 

The request requests an identification number of a 
mobile unit. When the mobile unit receives a request, it 

25 sends its identification number. The control unit re- 
ceives this number and checks its access to the electro- 
nic locking unit. 

Preferably the method also comprises the step of 
accepting the request in the mobile unit by an activity 

30 made by a carrier of the mobile unit. The carrier of the 
mobile unit can make the acceptance, for example, by 
entering a PIN (Personal Identification Number) code or 
just by pressing a key on the mobile unit. The advantage 
of this is that an electronic locking unit is not un- 

35 locked by mistake. With the PIN code the security is also 
increased because if, for example, the mobile unit is 
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Stolen, the user also needs the PIN code to unlock the 
electronic locking unit. 

In a preferred embodiment of the present invention, 
the step of accepting comprises pressing a button on the 
5 mobile unit. In this way the user can accept or not 

accept the request of the first signal. This can work as 
an additional safety action. For example, the user can 
enter a code. 

According to a fourth aspect of the present inven- 
10 tion, a computer program product directly loadable into 
the internal memory of a digital computer comprises soft- 
ware code instructions for performing the steps of the 
above-mentioned method when said product is run on a 
computer . 

15 Brief Description of the Drawings 

Fig. 1 shows a block diagram of the automatic lock- 
ing system according to a preferred embodiment of the 
present invention. 

Fig. 2a is a flow chart of a method according to a 
2 0 preferred embodiment of the present invention. 

Fig. 2b is a flow chart of a method according to a 
preferred embodiment of the present invention. 

Fig. 3 shows a block diagram of the automatic 
locking system according to an alternative embodiment of 
25 the present invention. 

Fig. 4 is a flow chart of a method according to an 
alternative embodiment of the present invention. 

Detailed Description of Preferred Embodiments 
The invention will now be described with reference 
30 to Fig. 1, which schematically shows an automatic locking 
system, and to Fig. 2a and 2b, which is a flow chart of 
locking and unlocking of an electronic locking unit. The 
automatic locking system comprises a control unit 3 and 
an electronic locking unit 5, which are integrated in a 
35 computer 2. An electronic key is integrated in a mobile 
phone 1 and thus there is no need for a special key 
device. Thus, it is possible for a user, if he already 
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has a mobile phone equipped with Bluetooth, to use this 
mobile phone as a key. The only thing the user needs in 
order to open different kinds of locks is a mobile phone 
1 with its unique identification code (ID number) , which 
5 becomes the electronic key. The mobile phone 1 has a 
unique ID number and can receive and send radio signals 
with Bluetooth at 2.45 GHz. The control unit 3 con^rises 
a memory 4 containing a list of ID numbers representing 
people which are allowed to have access to the computer 
10 2. This list is easily changed which is an advantage when 
the user wants to allow or deny access to the computer 2 
for different people. The control unit 3 also comprises a 
transceiver 6 that can send a first radio signal 7 and 
receive a second radio signal 8 using Bluetooth. The 
15 electronic locking unit 5 can logon or logoff the compu- 
ter 2. When the computer 2 is logged off, the control 
unit 3 repeatedly sends 100 a first radio signal 7 from 
the transceiver 6. When a mobile phone 1 receives 110 the 
first radio signal 7 at its transceiver 6, it sends 120 
2 0 to the control unit 3 a second radio signal 8 comprising 
the ID number of the mobile phone 1. The control unit 3 
receives 130 the ID number and compares 140 it with the 
ID number of the list to check if there is a match 150. 
If there is no match it ignores the second radio signal 
25 8. If there is a match, the control unit 3 sends 160 a 
control signal to the mobile phone 1 to make sure the 
user really wants to logon the computer 2. The user pres- 
ses 170 a button of the mobile phone 1 to accept the 
logon. The mobile phone 1 sends a signal to the control 
30 unit 3 and the control unit 3 disables 180 the electronic 
locking unit 5, which means that the carrier of the mobi- 
le phone 1 logs on the computer 2. 

When the computer 2 is logged on, the control unit 3 
frequently checks for a match between the ID number of 
35 the second radio signals 8 and the ID number of the mobi- 
le phone 1 that logged on the computer 2. When there is 
no longer a response from this mobile phone 1 to the 
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first radio signal 7, the electronic locking unit 5 locks 
the computer and the carrier of the mobile phone 1 is 
logged off. The control unit 3 is arranged to send a 
request 200 to check if there is a reply 210 to the 
5 request. The request asks for the ID number of a mobile 
phone. A reply comprises the ID number of the mobile 
phone that is positioned in the vicinity of the control 
unit 3. If there is no reply, the control unit 3 logs off 
220 the user from the computer. If there is a reply, the 

10 control unit 3 compares 230 the received ID number with 
only the ID number that made the control unit unlock the 
computer, i.e. ignores the rest of the list of the ID 
numbers, to check if there is a match 240. If there is no 
match and no more replies from other mobile phones have 

15 been received, it logs the computer off 250, If there are 
more replies, it checks them for a match in the same way 
as above. If there is a match it sends a new request 200. 

Preferably the computer can also be manually logged 
on or off. This is useful, e.g. when the battery of the 

20 mobile phone is run down. 

The communication between the mobile unit and the 
control unit is not limited to the use of Bluetooth, but 
can use any other means for communication, e.g. IR. The 
mobile unit can be, for example, a card that the user may 

25 have in his wallet. The system of the invention can be 
arranged later on different kinds of equipment, which 
means that the invention can be used on existing equip- 
ment . 

According to the invention, the electronic locking 
30 unit 5 is not limited to logoff the computer 2 when there 
is no longer a response from the mobile phone 1, but it 
can also just lock the computer for unauthorised people, 
if for example the user leaves the room for a while. 
According to an alternative embodiment of the 
35 present invention, the control unit controls a Personal 
Digital Assistant (PDA) and the mobile unit is a mobile 
phone. This control unit can be arranged to lock the PDA 



wo 01/23694 



PCT/SEOO/01869 



9 

when the mobile phone no longer answers the request. It 
can also be oppositely arranged, i.e. the control unit is 
arranged to lock the mobile phone when the PDA no longer 
replies to the requests. This increases security in case 
5 a portable unit is stolen. 

In another embodiment the control unit controls a 
door lock. The function is about the same as in the first 
embodiment, but the computer is exchanged for a door. 
This embodiment will now be explained with reference to 
10 Fig. 3, which schematically shows an automatic locking 
system, and to Fig. 4, which is a flow chart of locking 
and unlocking of an electronic locking unit. 

The automatic locking system comprises a control 
unit 12 and an electronic locking unit 14, which are 
15 integrated with a door 11. An electronic key is integra- 
ted in a mobile phone 10 and thus there is no need for 
special key device. The mobile phone 10 has a unique ID 
number and can receive and send radio signals using 
Bluetooth. The control unit 12 comprises a memory 13 
20 containing a list of ID numbers representing people that 
are allowed to open the door 11. The control unit 12 also 
comprises a transceiver 15 that can send a first radio 
signal 16 and receive a second radio signal 17 using 
Bluetooth. The electronic locking unit 14 can unlock or 
25 lock a door 11. 

The control unit 12 repeatedly sends 300 a first 
radio signal 16 from the transceiver 15. A person with a 
mobile phone 10 comes into the vicinity of the electronic 
locking unit and the door he wishes to pass through. The 
30 mobile phone 10 receives 310 the first radio signal 16 in 
its transceiver and sends 320 to the control unit 12 a 
second radio signal 17 comprising the ID number of the 
mobile phone 10 as a response to the first radio signal 
16. The control unit 12 receives 330 the ID number and 
35 compares 340 it with the ID number of the list to check 
if there is a match 350. If there is no match it ignores 
the second radio signal 17 and the door 11 remains lock- 
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ed. If there is a match, the control unit 12 sends 360 a 
control signal to the mobile phone 10 to make sure the 
carrier of the mobile phone is the person with access to 
the electronic locking unit 14 . The carrier enters 370 a 
5 PIN code on the mobile phone 10 to accept the unlocking 
of the door 11, The mobile phone 10 sends a signal to the 
control unit 12 and the control unit 12 disables 380 the 
electronic locking unit 14, which means that the door 
unlocks and the carrier of the mobile phone 10 can open 
10 the door 11. When the door 11 is closed it is locked 
again. 

Although different embodiments of the invention have 
been described for the purpose of illustration, it will 
be understood that various changes, modifications and 
15 substitutions may be incorporated in the embodiment with- 
out departing from the spirit and scope of the invention. 

For example, when the computer is logged on, the 
control unit can be arranged to send the request less 
frequently. 



20 



wo 01/23694 



PCT/SEOO/01869 



11 
CLAIMS 

1. A locking system comprising a control unit (3) 
with a memory (4) and an electronic locking unit (5) , 
5 characterized in that it comprises a mobile 
unit (1) with a specific identification number, the 
control unit (3) being arranged to repeatedly transmit a 
first radio signal (7), the mobile unit (1) being ar- 
ranged to transmit its identification number as a second 

10 radio signal (8) in response to receiving the first radio 
signal (7), and the control unit (3) being arranged to 
receive the second radio signal (8) and to disable the 
electronic locking unit (5) only if the identification 
number is in the memory (4) . 

15 2. The locking system as defined by claim 1, wherein 

the control unit (3) is arranged to keep the electronic 
locking unit (5) disabled, if the second radio signal (8) 
comprises an identification number that is in the memory 
(4) and to enable the electronic locking unit (5) in a 

20 different manner. 

3. The locking system as defined in claim 1, wherein 
the control unit (3) is arranged to keep the electronic 
locking unit (5) disabled only when the second radio 
signal (8) , comprising an identification number that is 

25 in the memory (4) , is received within a predetermined 

time limit from the transmission of the first signal (7) 
and to enable the electronic locking unit (5) in a 
different manner. 

4 . The locking system as defined in any one of the 
30 preceding claims, wherein the first and the second radio 

signal (7,8) comply with Bluetooth. 

5. The locking system as defined in any one of the 
preceding claims, wherein the mobile unit (1) is a mobile 
phone . 

35 6. The locking system as defined in any one of the 

preceding claims, wherein the control unit (3) controls 
the logon and logoff process on a computer (2) . 
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7 . The locking system as defined in any one of 
claims 1 through 5, wherein the control unit (3) controls 
the locking and unlocking on a door lock. 

8. A control unit (3) for controlling an electronic 
5 locking unit (5) comprising a memory (4), charac- 
terized in that the control unit (3) is arranged to 
repeatedly transmit a first radio signal (7) and to re- 
ceive a second radio signal (8) comprising an identi- 
fication number and to disable the electronic locking 

10 unit (5) only if the identification number is in the 
memory (4) , 

9. The control unit (3) as defined in claim 8, 
wherein the control unit (3) is arranged to keep the 
electronic locking unit (5) disabled only when the second 

15 radio signal (8) , comprising an identification number 

that is in the memory, is received within a predetermined 
time limit from the transmission of the first signal (7) 
and to enable the electronic locking unit (5) in a 
different manner. 
20 10. A method of locking and unlocking an electronic 

locking unit (5) controlled by a control unit, which is 
arranged to communicate with a mobile unit, comprising 
the steps of: 

storing at least one identification number, 
25 sending (100) a request from the control unit (3) by 

a first radio signal (7) , 

receiving (110) in the control unit a second radio 
signal (8) comprising an identification number, 

comparing (140) the identification number with the 
30 at least one identification number stored, and 

disabling (180) the electronic locking unit (5) if 
the identification number matches one of said least one 
identification number. 

11. The method as defined in claim 10, further 
35 comprising the step of: 

accepting (170) the request in the mobile unit (1) 
by an activity made by a carrier of the mobile unit. 
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12. The method defined in any one of claims 10 
through 11, wherein the step of accepting comprises: 

pressing (170) a button on the mobile unit (1) . 

13 . A computer program product directly loadable 

5 into the internal memory of a digital computer, compri- 
sing software code instructions for performing the steps 
of: 

storing at least one identification number, 

sending (100) a request from the control unit (3) by 
10 a first radio signal (7) , 

receiving (110) in the control unit a second radio 
signal (8) comprising an identification number, 

comparing (140) the identification number with the 
stored at least one identification number, and 
15 disabling (180) the electronic locking unit (5) if 

the identification number matches one of said least one 
identification number, when said product is run on a 
computer. 
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